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About the editors 

TDS Telefónica 

The CyberThreat Service of Telefónica has as its primary objective the generation of 

intelligence, fitted to our customers’ needs in order to counteract those threats related 

to the digital environment. Therefore, what differentiates Telefónica from other 

traditional security services is our capability to integrate, evaluate and transform raw 

information and data into conclusions and future scenes. The three Service bases are 

the following: 

 Detection 

 Analysis and interpretation 

 Prospective and anticipation 

Kaspersky Security Network 

This report uses data from KSN (Kaspersky Security Network). KSN is a distributed 

network designed for the real time processing of threats against Kaspersky users. The 

objective of KSN is to be sure that all users have information on threats as soon as 

possible. New threats are added to the data base minutes after their detection, even 

if they were previously unknown. KSN also retrieves statistical non-personal 

information about any malicious code installed on our customers’ devices. Kaspersky 

Lab customers are free to join KSN, or not, as they wish. 
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Main findings 

This report analyzes the current trends related to financial cyberattacks, phishing and 

banking malware, including attacks on mobile devices, POS (Point of Sales) systems and 

ATMs. It is mainly based on statistics and data from KSN (Kaspersky Security Network), 

although reliable information from other sources may also be referenced. The 

timeframe for this analysis contains data obtained during the period from July 1st, 2016 

to October 1st, 2016. The main findings are as follows: 

Phishing 

As in the previous period, users in China and Brazil were most likely to suffer from 

phishing attacks. They are followed by residents of the United Arab Emirates, Australia 

and Saudi Arabia. It should be noted that the United Arab Emirates, which rated as 

number three among the countries most prone to attacks, was not included in the top 

ten most attacked countries in the previous period. 

In the past quarter, phishing messages intended for financial sector customers (banks, 

payment systems and online stores) amounted to 50.96% of the total number of 

registered phishing attacks against various organizations, which is 4.73 percent higher 

than in the second quarter of 2016. 

In regards to the third quarter, it can be noted that attackers were wary of using 

malware for phishing purposes and were giving preference to fraudulent web pages and 

direct interaction with victims.   

Banking malware  

The third quarter of 2016 was characterized by increased activity of attack attempts 

using Zeus family malware - in the past quarter, approximately 0.481% of KSN users 

were attacked, and in the second quarter, this value reached 0.514%. The greatest 

dynamics of change in the number of attacked KSN users was exhibited by Nymaim 

family with the value having increased almost twofold (from 0.058% to 0.120%). 

ATM and POS 

In anticipation of New Year holidays carding and skimming malicious activity has been 

increasing.  
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Malware for POS terminals still remains active throughout the world. The share of 

attack attempts using malware for POS terminals constituted 6 percent of all registered 

attacks against KSN users. 

During the quarter, new samples of malicious software for ATMs appeared, as well as a 

new type of skimming devices. 

Mobile malware  

As in the previous quarters, Android remains the mobile platform that is most prone to 

attacks: 99.68% of all reported attacks were aimed at this operating system. The 

greatest share of attacked users were identified in the Russian Federation, Australia 

and Ukraine. 

The most active family of mobile banking malicious programs in the third quarter of 

2016 was Trojan-Banker.AndroidOS.Svpeng. 

Cybercrime 

Attacks against the SWIFT system still continue to take place. In August, Kaspersky Lab 

experts recorded and blocked an attack attempt against the Bank of Indonesia. There 

were allegedly new attacks in Bangladesh and India. Activity of the group is limited to 

Southeast Asia, but there may be victims in other countries.  

In India, Eastern Europe and the CIS targeted attacks on financial institutions 

supposedly associated with the group Carbanak were detected. Attackers are actively 

using the Cobalt Strike software during the development of attack in the banks 

infrastructure, as well as to withdraw funds from ATMs through direct access to the 

dispenser.  
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Introduction 

Over 700 Oracle MICROS payment systems were hacked. Hackers infected the POS 

terminals and gained access to the Oracle customer support online portal that made it 

possible to remotely address problems related to operation of bank terminals. Damage 

caused by the attack against the payment system may be substantial, taking into 

consideration that this solution is utilized by more than 330,000 restaurants, stores and 

hotels in 180 countries around the world. The experts conducting the investigation 

believe that the Carbanak group is responsible for hacking the system1. 

Kaspersky Lab experts identified a new version of the RAA ransomware (Kaspersky Lab 

verdict: Trojan-Ransom.JS.RaaCrypt.ag). The body of the new version of RAA 

ransomware is written in JScript (a file with the .js extension). A malicious script is 

sent to potential victims as a zip archive with the password "111", which is attached to 

the spam e-mail. The attack is aimed primarily against corporate users: the e-mail is 

made to look like business correspondence relating to financial matters. In addition, 

the ransomware contains the banking Trojan Pony that can steal Bitcoin wallets from 

victims2 . 

Kaspersky Lab experts also identified a new version of the mobile banking Trojan Gugi 

(Kaspersky Lab verdict: Banker.AndroidOS.Gugi.c) capable of bypassing the two 

protective mechanisms that are new to Android 6. Gugi blocks the applications with 

phishing windows in order to steal data used for mobile banking, as well as credit card 

data. It also steals SMS messages and contacts, issues USSD requests and can send an 

SMS message from the controlling server. The Trojan Gugi mainly attacks users in 

Russia3 . 

The United States Secret Service warns banks and ATM owners of the new technical 

progress in the area of ATM skimming, so-called periscope skimming, which uses two 

devices connected together by wiring. The first device — the periscope skimming probe 

— is installed through a pre-existing hole on the frame of the motorized card reader. 

The probe is set in place to connect to the circuit board and directly onto the pad that 

transfers cardholder data stored on the magnetic stripe on the backs of customer 

payment cards. The probe is then held in place with fast-drying superglue to the card 

reader frame. The only visible part of this skimming device once the top-hat is opened 

                                         
1 http://krebsonsecurity.com/2016/08/data-breach-at-oracles-micros-point-of-sale-division/ 
2 https://securelist.com/blog/research/76039/a-malicious-pairing-of-cryptor-and-stealer/ 
3 https://securelist.ru/blog/issledovaniya/29240/banking-trojan-gugi-evolves-to-bypass-android-6-
protection/ 
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will be the wire extending from the periscope probe that leads to the second part of 

this skimmer — called a “skimming control device.” This second device contains the 

battery source (which can remain active up to 14 days ) and data storage unit (that can 

store data from up to 32,000 payment cars), and looks similar to a small external hard 

drive.Periscope skimming devices have been found in two ATMs in the USA4 .  

On July 10, information on leakage of more than 324,000 payment records, including 

CVV, was published. The leakage was made possible due to human error during data 

processing conducted by the company Regpack. Regpack provides website owners with 

user online registration services. Payment data include names, physical addresses, e-

mail addresses, IP addresses, phone numbers, the last four digits of credit cards, CVV, 

and the online shopping invoices of users5 .  

On August 1, 2016, TheRealDeal trading platform published a lot with data from 200 

million Yahoo users obtained in 2012. Motherboard journalists reported that they were 

able to contact the attacker6 . In the personal interview, he explained that he has been 

trying to sell this information privately for some time, but has not succeeded and 

ultimately decided to put the data up for public sale. Later, on September 22, Yahoo 

reported leakage of data from 500 million users that was stolen at the end of 2014.7 

Data leakage of Dropbox users was also reported. When criminals hacked Dropbox in 

2012, they were able to steal the registration data of over 68 million users. Hacking of 

the online storage that took place four years ago has long been confirmed. However, 

the magnitude of the leakage caused by the attack was not known until August 30, 

2016, when the five-gigabyte cache, according to Motherboard, started popping up on 

the accounts of database trading websites.8  

Recently, spam spreading the Dridex Trojan has originated more and more often from 

legitimate websites that were compromised by hackers. Previously, the malicious code 

agents used the Trojan Necurs botnet, but it seems that now Dridex agents are trying 

out some new tactics. Due to the pattern change, the malicious spam is once again 

capable of bypassing filters. Another change, also designed to trick filters, is the use 

of password-protected documents. Malicious RTF files (Word documents) are protected 

by a password, which is specified directly in the e-mail. This does not allow the 

                                         
4 http://krebsonsecurity.com/2016/09/secret-service-warns-of-periscope-skimmers/ 
5 https://www.troyhunt.com/someone-just-lost-324k-payment-records-complete-with-cvvs/ 
6 http://motherboard.vice.com/read/yahoo-supposed-data-breach-200-million-credentials-dark-web 
7 http://www.businesswire.com/news/home/20160922006198/en/ 
8 http://motherboard.vice.com/read/hackers-stole-over-60-million-dropbox-accounts 
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automatic systems to retrieve and scan the contents for the presence of malicious code, 

as most of them are unable to detect the password and decrypt the document. 9 

Recently, attackers started to use Bitcoin ATMs more frequently for withdrawing money 

from compromised accounts. Scam artists that hack into corporate bank accounts 

usually withdraw the stolen funds by making new deposits in the compromised bank 

under the name of the financial intermediary ("money mule"). Ads used by attackers to 

employ intermediaries tend to look rather innocent and may contain a offers for such 

vacancies as: "payment processing agent", "fund transfer agent", or the very general 

"administrative representative". They are usually asked to withdraw money and transfer 

the funds to the attackers. However, "money mules" have been asked more and more 

to transfer the stolen money via Bitcoin ATMs. It is likely that sending money via Bitcoin 

ATMs allows attackers to receive money quicker and avoid the costs associated with 

recruiting a large number of "mules" who will transfer the money to the fraudsters’ 

native country. 10  

The French digital security company, Oberthur Technologies, has developed the 

MotionCode technology, which changes the CVV code. On the reverse side of a card 

with the MotionCode technology, there is a screen displaying a three-digit security code 

that changes approximately every hour. Thus, if the card data was stolen, the CVV code 

quickly becomes invalid.11 

The SWIFT system announced the introduction of its own security standard, as well as 

the implementation of compliance monitoring system. The announced set of 

requirements includes 16 controls and will be mandatory for all clients connected to 

SWIFT, including those who are connected via the SWIFT service bureau. The new 

requirements will be officially released and come into effect at the end of March 2017. 

Starting from the second quarter of 2017, all SWIFT customers will have to provide an 

annual report on the results of self-assessment in regards to conformity of their systems 

with the new requirements. Starting from January 2018, the reported information will 

be communicated to counterparties of the customer, and in the case of failure to 

comply with the requirements - to the customer's regulators. Also, starting from 

January 2018, SWIFT reserves the right to request additional confirmation of the degree 

                                         
9 https://www.malwaretech.com/2016/09/dridex-returns-to-the-uk-with-updated-ttps.html 
10 https://krebsonsecurity.com/2016/09/money-mule-gangs-turn-to-bitcoin-atms/ 
11 http://www.thememo.com/2016/09/27/oberthur-technologies-societe-generale-groupe-bpce-bank-
this-high-tech-card-is-being-rolled-out-by-french-banks-to-eliminate-
fraud/?utm_content=bufferf73c4&utm_medium=social&utm_source=twitter.com&utm_campaign=buffe
r 
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of compliance with the requirements presented as results of an internal or external 

audit. 12 

Methodology 

This report focuses on the timeframe from July 1st 2016 to October 1st 2016, although 

several references to past analysis are included. It includes data on phishing attacks, 

financial malware and mobile threats, including their geographical distribution and 

number of attacks. 

To generate statistics about banking malware we used a selection of families 

traditionally seen in online fraud, including some verdicts used for stealing credentials. 

In the case of malware targeting points of sale devices, in addition to identifying the 

main known families we’ve included specific samples that do not fit in any known POS 

malware classification. 

Please note that our stats are based on our verdicts, which sometimes depends on the 

antivirus engine that first detects that particular malware. For instance, if the Heuristic 

engine detects a piece of malicious code with the verdict “Generic”, the details of the 

family it belongs to may not be reflected in the statistics.  

                                         
12 https://www.swift.com/insights/press-releases/swift-introduces-mandatory-customer-security-
requirements-and-an-associated-assurance-framework 
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Phishing 

Phishing Attacks Overview 

In the third quarter of 2016, the number of phishing attacks registered by Kaspersky 

Lab monitoring resources increased by 1.8%. In general, the share of users attacked 

globally during the quarter amounted to 7.38%. The graph below shows the dynamics 

of the share of unique users worldwide that fell victim to phishing attacks in the third 

quarter. As in the previous quarters, the graph shows fluctuations that correspond to 

individual phishing companies. 

 

Figure 1. Phishing evolution – Q3 2016 

The map below shows the countries with the highest percentage of users who fell victim 

to phishing attacks (ratio of attacked users to the total number of KSN users in the 

country, on the devices with enabled anti-phishing protection components). 
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Figure 2. Geographical distribution of phishing – Q3 2016 

Countries with the highest percentage of attacked users - China (20.20%, -0.10% 

compared to the second quarter) and Brazil (18.23%, -2.09% compared to the second 

quarter). They are followed by the United Arab Emirates (11.07%), Australia (10.48%) 

and Saudi Arabia (10.13%). It should be noted the United Arab Emirates, which ranked 

third among the countries with the highest percentage of attacked users, was not 

included in the top ten countries in the last quarter. In United Kingdom and Spain, 

shares of users affected by phishing attacks are 6.42% and 4,00%, respectively. The 

following graph shows the percentage of users who fell victim to phishing attacks in the 

countries with the highest percentage of attacked users. 

 

Figure 3. Countries with the highest percentage of victims – Q3 2016 
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Attacks on the Financial Sector 

Statistics of Attacks on the Financial Sector 

The share of phishing messages aimed against the financial sector (banks, payment 

systems and online stores) has been increasing for several quarters in a row. In the 

reporting period, it amounted to 50.96% of the total number of reported phishing 

attacks against various organizations, which is 4.73% higher than the value for the 

second quarter of 2016. 

 

Figure 4. Phishing target distribution – Q3 2016 

In the financial field, we have observed an increase in the share of attacks against e-

commerce systems (+4,26%) compared to the second quarter of 2016. 
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Figure 5. Phishing target distributionin the financial sector – Q3 2016 

Attacks on the Banking Sector 

The situation described in previous reports, when a significant share of phishing attacks 

is aimed at a relatively small group of banks, still remains relevant. 63.81% of all 

phishing attacks (-1.51% compared to the second quarter) account for 19 banks; the 

remaining 36.19% of the attacks were aimed at all other banks around the world, the 

statistics for which are updated by Kaspersky Lab. 

The following graph shows the distribution of the number of phishing attacks between 

the banks that are attacked most often. 
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Figure 6. Phishing target distribution – affected banks – (last year) 

The diagram below shows the countries where banks that are attacked most often are 

registered (other attacked banks are not included here). As in the past reporting 

periods, Brazilian banks are attacked the most: the share of attacks against the banks 

of the country increased from 26.1% to 31.61%. The U.S. rated number two, but the 

percentage of attacks against these banks decreased by 3.82% and now amounts to 
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13.12%. For the first time, the Netherlands (2.32%) and Sweden (1.56%) were included 

in the list, occupying the seventh and ninth places respectively. Percentage of attacks 

on the Spanish and United Kindom banks dencreased, however these countries are 

still on the 3rd and 4th places. 

 

Figure 7. Phishing target bank distribution by country of origin – Q3 2016 

The following illustrations show examples of phishing websites aimed at the clients of 

Sberbank of Russia, Alfa Bank, UniCredit, Wells Fargo, Capital One, Itau Unibanco, as 

well as ANZ Bank using the domain of the government of Brazil. 
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Figure 8. Phishing for Sberbank of Russia website 
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Figure 9. A phishing webpage for attacking the customers of Alfa Bank 

 

Figure 10. A phishing webpage imitating the website of UniCredit bank on a domain 

that belongs to Google Inc   
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Figure 11. A phishing webpage imitating the website of Wells Fargo 

 

Figure 12. A phishing webpage imitating the website of Capital One 
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Figure 13. A phishing webpage imitating the website of Itau Unibanco 
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Figure 14. A phishing webpage for attacking the customers of ANZ, on the domain of 

the government of Brazil 

Attacks on Payment Systems 

As in the previous quarters of 2016, Visa, PayPal, American Express and MasterCard 

international payment systems remain the main targets of attacks in the sector of 

online payments. These payment systems account for more than 94% of all the 

registered attacks. In the rating of attacked payment systems, Qiwi, which in the past 

quarter rated number 10, now has shifted to number 8 accounting for 0.44% of all 

attacks (+0,36 % compared to the second quarter). 
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Figure 15. Phishing target distribution in the online payment sector – Q3 2016 

In particular, our experts have identified phishing resources aimed at the users of Qiwi, 

American Express, PayPal and Skrill. 

 

Figure 16. A phishing website aimed at the users of Qiwi 
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Figure 17. A phishing website aimed at the users of American Express 

 

Figure 18. A phishing website aimed at the users of PayPal, example #1 
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Figure 19. A phishing website aimed at the users of PayPal, example #2 

 

Figure 20. A phishing website aimed at the users of Skrill 
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Attacks on the E-Commerce Sector 

Apple Store, which in the previous quarter was attacked most frequently, came second 

this quarter, accounting for 14.63% of all attacks (-13.41% compared to the previous 

quarter). At the same time, we have observed a significant increase in the percentage 

of phishing attacks against Amazon.com (+29.82% compared to the second quarter). 

The increased interest in Amazon.com can be attributed to the large Prime Day sale 

conducted on July 12. The overall picture of phishing attacks in the area of e-commerce 

is shown in the following chart. 

 

Figure 21. Phishing target distribution in the e-commerce sector – Q3 2016 

An example of a phishing website targeted Lojas Americanas users is in the figure 

below. 
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Figure 22. A phishing webpage imitating the website of Lojas Americanas 

Trends in Phishing Activity 

The number of social engineering tricks used by phishing scam artists is increasing day 

by day. The most active growth in the number of phishing attacks implemented with 

the use of social engineering schemes took place in September. 

The topic of presidential elections in the USA can be exploited for phishing attacks. An 

alleged victim receives a call from a scam artist who asks him/her to answer a few 

questions for political research purposes. The respondent is promised a gift card or 

other type of remuneration in return. After the victim answers the questions, the 

scammer asks him/her to provide them with a credit card number, which allegedly will 

be needed to pay for the gift delivery or tax. The card number and personal information 

that is provided can be further used by the scammers13.    

                                         
13 http://www.bbb.org/council/news-events/bbb-scam-alerts/2016/09/scammers-get-political-with-
survey-phishing-con/ 
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The example above describes an active phishing attack with direct contact, when a 

scammer interacts directly with a victim. This type of phishing has become popular, 

since scammers are wary of using malware and it is used in many resources, primarily 

in the financial ones. Some attackers who renounced malware started using fraudulent 

websites, but then also switched to active phishing attacks with direct contact. 

Although neural networks and machine learning are not yet popular in the cybercrime 

world, it may change soon. To prove this theory, experts of the ZeroFox company have 

created the SNAP_R tool, which they trained specifically for targeted phishing 

attacks14.  SNAP_R carefully studies the victim and their surroundings and then creates 

a message that should be of interest to the target. Researchers conducted an 

experiment to check the efficiency of the tool. Basic targeted phishing works in about 

5-10% of the cases. Machine learning enabled SNAP_R to automatically create 

messages, to which victims responded in almost 40% of the cases. ZeroFox specialists 

have published the most recent version of SNAP_R with open access to the tool, in order 

to help other professionals in the field of information security to examine the attacks 

of this kind and to develop effective protection methods against them. 

 

Figure 23. Sample tweet created by SNAP_R 

"Crime as a service" business model becomes increasingly popular. Phishing scams as a 

type of service is offered on the Russian website "Fake-Game".  It offers phishing 

services to any user registered on the website. Phishing scammers are asked to 

complete the registration process, after which they can select what credentials they 

want to steal. If, for example, Gmail is selected, the website creates a 

gmail.disland.xyz link, at the end of which a unique ID of the "subscriber" is added so 

that he/she could subsequently track the stolen credentials. All that the attacker is 

left to do is send a fraudulent link to the victim. The link will send the victim to a 

fraudulent webpage, which is an exact imitation of a certain type of service. The 

website offers its services for free. Fake-Game operators monetize their business by 

                                         
14 https://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-Data-Science-
For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twitter-wp.pdf 
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offering paid VIP accounts with advances functions. Fake-Game has a minimum of 

61,269 subscribers and attracts new users with its own partner programs and discounts. 

 

Figure 24. Field used to select type of credentials 
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Malware 

Global Statistics 

The chart below shows the distribution of the banking malware among KSN users 

worldwide in the third quarter of 2016 (the statistics include malware for POS terminals 

described separately and do not include malware for mobile platforms).  

The third quarter of 2016 is characterized by an increase in the percentage of KSN users 

attacked by banking Trojans of the Zeus family (from 0.481% to 0.514%), Nymaim family 

(from 0.058% to 0.120% of KSN users), as well as by Trojans of the Gozi family (from 

0.096% to 0.129%). 

 

Figure 25. Banking malware global distribution by families – Q3 2016 (% of all KSN 

users) 
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Figure 26. Banking malware global distribution by families – Q3 2016  

From the point of view of the relative prevalence of banking malware, the share of 

Zeus has not changed (16%), with the percentage of Qhost increasing from 5% to 7%15.  

Summarized statistics are shown in the table below. 

Table I. Global distribution of financial malware – Q3 2016 

Family 
% of all KSN users | 

Q3 2016 
Difference compared 

with Q2 2016 
Dynamics (%) 

Other banking Trojans 0.945% -0,159 -14,4% 
Zeus family 0.514% +0,033 +6,9% 
Qhost 0.143% -0,022 -13,3% 
Malware for POS 
terminals 0.138% +0,008 +6,4% 
Gozi 0.129% +0,033 +34,4% 
Nymaim 0.120% +0,062 +106,2% 
Shiotob 0.076% +0,010 +14,5% 
ChePro 0.059% +0,001 +1,1% 
BestaFera 0.048% -0,015 -23,6% 

 

Within the group of small families of banking malware, the most active one is Banbra, 

but in the third quarter, the percentage of users attacked by this Trojan decreased, 

                                         
15 Here and below relative shares of malware families are provided for the numbers of KSN users attacked 
by each family, not taking into account users overlapping. That is a user attacked by several types of 
malware in Q3 2016 is counted several times – once for each malware family attacked this user. 
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currently accounting for 0.040% of all KSN users (in the previous quarter, the value 

amounted to 0.052%).  

 

Figure 27. Financial malware distribution - Small banking families – Q3 2016 (% of all 

KSN users) 

The small bankers’ families are distributed as follows inside the group. 
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Figure 28. Financial malware distribution - Small banking families – Q3 2016 

More details on the distribution of the less spread banking malware worldwide during 

the analyzed period are available in the table below. 

Table II. Global distribution of small banking families – Q3 2016 

Family 
% of all KSN users | 

Q3 2016 
Difference compared 

with Q2 2016 
Dynamics (%) 

Banbra 0.040% -0,012 -22,7% 
Neurevt 0.026% +0,006 +30,7% 
Shiz 0.022% +0,003 +14,3% 
Shade 0.020% +0,006 +38,4% 
Tinba 0.016% -0,005 -22,6% 
Gbot 0.012% +0,001 +13,1% 
Qbot 0.008% -0,002 -19,4% 
Carberp 0.006% -0,001 -15,4% 
Shifu 0.006% -0,008 -56,3% 
Sinowal 0.005% -0,001 -20,6% 
Cridex 0.005% +0,001 +23,9% 
Emotet 0.005% -0,002 -27,8% 

The map below illustrates the percentage of KSN users attacked by banking Trojans, by 

country. 
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Figure 29. Percentage of attacked users within the country (banking Trojans) – Q3 

2016 

The table below shows the percentage of users attacked by banking Trojans relative to 

the total number of KSN users in the respective countries (only for the countries where 

over 10 thousand unique users are registered). The leader in Q3 2016 is Russia. In Spain, 

0,611% of users were attacked by banking Trojans, and it is ranked as 98th country 

in the global rating. The United Kingdom takes 140th position (0,272% of users were 

attacked). 

Table III. Countries attacked by banking Trojans – Q3 2016 

Position Country 
Percentage of users 

attacked 

1 Russia 
 

4,201% 

2 Sri Lanka 
 

3,479% 

3 Brazil 
 

2,859% 

4 Turkey 
 

2,767% 
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Position Country 
Percentage of users 

attacked 

5 Cambodia 
 

2,590% 

6 Tajikistan 
 

2,151% 

7 Ethiopia 
 

2,082% 

8 Kyrgyzstan 
 

2,012% 

9 Ukraine 
 

1,904% 

10 Bolivarian Republic of Venezuela 
 

1,901% 

… …  … 

98 Spain 
 

0,611% 

… …  … 

140 United Kingdom 
 

0,272% 

Statistics for Spain and United Kingdom 

The following charts show statistics on banking malware distribution in Spain and the 

United Kingdom (percentage of attacked KSN users).  
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Figure 30. Dynamic of banking malware distribution in Spain (% of KSN users) 
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Figure 31. Dynamic of banking malware distribution in the UK (% of KSN users) 

In Spain, Gozi and Shiotob Trojans are more spread than worldwide. At the same time, 

in Spain and the United Kingdom activity of other families and the majority of other 

spread banking Trojans is low comparing to the worldwide statistics.  
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Figure 32. Financial malware distribution in Spain – Q3 2016 

 

 

Figure 33. Financial malware distribution in the UK – Q3 2016 
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Figure 34. Financial malware distribution in Spain and in the world – Q3 2016 (% of 

KSN users) 
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Figure 35. Financial malware distribution in the UK and in the world – Q3 2016 (% of 

KSN users) 

Resulting statistics is shown in the table below. 

Table IV. Distribution of financial malware in Spain – Q3 2016 

Family 
% of all KSN users | 

Q3 2016 
Difference compared 

with Q2 2016 in % 

Difference compared 
with Q3 global data in 

% 
Other bankers 0,495% -13,0% -47,6% 
Gozi 0,215% -26,2% +65,9% 
Zeus Family 0,148% -20,1% -71,3% 

Shiotob 0,080% +4603,1% +4,5% 

Qhost 0,043% -16,4% -70,2% 

POS-related families 0,030% -17,0% -78,6% 
ChePro 0,023% -57,1% -61,0% 

BestaFera 0,006% -51,1% -86,9% 

Nymaim 0,004% new -96,3% 
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Family 
% of all KSN users | 

Q3 2016 
Difference compared 

with Q2 2016 in % 

Difference compared 
with Q3 global data in 

% 
Dyre 0,002% +10,5% +33,5% 

 

Table V. Distribution of financial malware in the United Kingdom – Q3 2016 

Family 
% of all KSN users | 

Q3 2016 
Difference compared 

with Q2 2016 in % 

Difference compared 
with Q3 global data in 

% 
Other bankers 0,212% -1,6% -77,6% 

Gozi 0,030% -21,6% -76,8% 

Zeus Family 0,223% +6,4% -56,6% 

Shiotob 0,003% +1139,9% -95,8% 

Qhost 0,013% 1,3% -90,6% 

POS-related families 0,021% -19,9% -84,4% 

ChePro 0,005% -4,7% -91,9% 

BestaFera 0,005% -41,0% -89,3% 

Nymaim 0,027% new -77,7% 

Dyre 0,002% 7,3% -3,5% 

Remarkable Threats 

This section analyzes some of the banking families that have made an impact or have 

evolved significantly during this quarter. 

Gozi 

Gozi family malware is one of the oldest functioning banking Trojans. Malware of this 

family is characterized by the following extensive functionalities: theft of data entered 

into various screen forms; keystroke logging; embedding foreign contents in viewed 

webpages; receiving remote access to the desktop of the infected device; launching 

the SOCKS proxy server by the command issued by scammers; download and install of 

plug-ins. The representative of this family was first recorded in 2007. Attackers 

released the source code of the Trojan in 2010. In 2013, it became possible for Gozi to 

penetrate the MBR sector of the hard drive, and over the past year, the Trojan was 

enhanced with improved web-injection features. In July 2016, a new version of the 

malicious code, Dreambot, appeared. It communicates with the command server 

located in the .onion (Tor) zone.  

The percentage of KSN users attacked by all known modifications of the Gozi family 

increased by 34.4% compared to Q2 2016. 
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With regard to the prevalence of this malware in different countries, the map below 

shows the percentage of attacked KSN users by countries in relation to the total number 

of KSN users in these countries (percentage). 

 

Figure 36. Percentage of attacked users within the country – Q3 2016 

Top countries the most attacked by Gozi and having at least 10 000 users in KSN 

platform are in the table below. Among this countries, Spain takes the 25th position, 

and United Kingdom is ranked as 134th. 

Table VI. Countries attacked by Trojan-Banker.Win32.Gozi – Q3 2016 

Position Country 
Percentage of users 

attacked 

1 Argentina 
 1,052% 

2 Uruguay 
 0,470% 

3 Turkey 
 0,428% 

4 Honduras 
 0,394% 

5 Guatemala 
 0,375% 
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Position Country 
Percentage of users 

attacked 

6 Mexico 
 0,370% 

7 Romania 
 0,366% 

8 Portugal 
 0,361% 

9 Nicaragua 
 0,350% 

10 Brazil 
 0,347% 

… …  … 

116 Spain 
 

0,215% 

… …  … 

121 United Kingdom 
 

0,030% 

 

Nymaim 

In the third quarter, the percentage of KSN users attacked by all known modifications 

of the Nymaim family has increased almost twofold (from 0.058% to 0.120%), and 

geographical incidence of attacks by this malware has expanded. 

As in the past quarter, Germany remains the country with the highest percentage of 

KSN users attacked by Nymaim - the percentage of attacked users amounted to 0.922%. 

It is followed by Austria and Switzerland that exhibit a much lower percentage of 

attacked users (0,057% and 0,037%, respectively). 
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Figure 37. Percentage of attacked users within the country (Trojan.Win32.Nymaim) – 

Q3 2016 

Among these countries, Spain takes the 33th position, and United Kingdom is ranked as 

34st. 

Table VII. Countries attacked by Trojan.Win32.Nymaim – Q3 2016 

Position Country 
Percentage of users 

attacked 

1 Germany 
 0,922% 

2 Austria 
 0,057% 

3 Switzerland 
 0,037% 

4 Hungary 
 0,035% 

5 Croatia 
 0,033% 

6 Montenegro 
 0,030% 

7 Norway 
 0,023% 
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8 Denmark 
 0,021% 

9 Finland 
 0,021% 

10 Republic of Macedonia 
 0,021% 

… …  … 

33 Spain 
 0,004% 

34 United Kingdom 
 0,004% 

 

Neurevt 

Malware of the Neurevt family (verdict - Trojan.Win32.Neurevt) are multifunctional 

bots. Attackers can obtain cookies; passwords stored in browsers; data entered when 

completing website forms. In addition, attackers use Neurevt to download other 

programs and run them on the compromised computer. By using the malware of this 

family, attackers can combine infected computers in groups, thus creating a botnet. 

The largest share of users attacked by Neurevt in the third quarter was registered in 

Turkey and amounted to 0.106%. Turkey is followed by Morocco and Lebanon (0.081% 

and 0.077%, respectively). 

 

Figure 38. Percentage of attacked users within the country (Trojan.Win32.Neurevt) – 

Q3 2016 
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Among the countries having at least 10 000 users in KSN platform, Spain takes the 76th 

position, and United Kingdom is ranked as 94th. 

Table VIII. Countries attacked by Trojan.Win32.Neurevt – Q3 2016 

Position Country 
Percentage of users 

attacked 

1 
Turkey 

 0,106% 

2 
Morocco 

 0,081% 

3 
Lebanon 

 0,077% 

4 
Kuwait 

 0,063% 

5 
Syrian Arab Republic 

 0,056% 

6 
Taiwan 

 0,053% 

7 
Hong Kong 

 0,053% 

8 
Palestine 

 0,050% 

9 
Serbia 

 0,047% 

10 
United Arab Emirates 

 0,044% 

… …  … 

90 
Spain  0,010% 

… …  … 

124 United Kingdom 
 0,007% 

 

Shade 

A small Shade family (verdict - Trojan-Ransom.Win32.Shade) are encoder Trojans. 

There are two known basic ways the malware is transferred to a computer of a victim 

- spam mail and use of vulnerability in the software. After the Trojan-

Ransom.Win32.Shade penetrates the system, it connects to the command server 

located in the Tor network, reports that the device was compromised and requests the 

public RSA-3072 key, which it subsequently uses to encrypt files. If the connection was 

not established, the Trojan selects one of 100 public keys contained in its body, which 

are intended precisely for such cases. Malware encrypts files and then demands ransom 

for decryption. In addition, after encryption of files, the Shade Trojan runs an infinite 

loop, when it requests a list of malware addresses from the command server, and then 
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downloads and installs this malware in the system - this functionality is typical for 

loader bots. In 2016, a new version of Trojan was identified; this version checks if a 

computer is involved in the accounting process and in case of success, it installs remote 

management tools in the compromised system instead of standard file encryption.  

The percentage of KSN users attacked by all known modifications of the Shade family 

increased by 0,006% compared to Q2 2016. 

 

Figure 39. Percentage of attacked users within the country (Trojan.Win32.Shade) – Q3 

2016 

Among these countries, Spain takes the 76th position, and United Kingdom is ranked as 

109th. 

Table IX. Countries with the highest prevalence of Trojan-Ransom.Win32.Shade - Q3 

2016 

Position Country 
Percentage of users 

attacked 

1 Italy 
 0,103% 

2 Russian Federation 
 0,065% 
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Position Country 
Percentage of users 

attacked 

3 Tunisia 
 0,053% 

4 Albania 
 0,020% 

5 Croatia 
 0,019% 

6 Yemen 
 0,016% 

7 Bulgaria 
 0,016% 

8 Kazakhstan 
 0,016% 

9 Serbia 
 0,016% 

10 Lebanon 
 0,015% 

… …  … 

76 Spain 
 0,003% 

… …  … 

109 United Kingdom 
 0,001% 

Banking Trojan Configuration Files 

This section analyzes configuration files used by banking Trojans. These configuration 

files contain a list of targets and details on how the malware should interact with them.  

Usually they redirect their victims to other phishing or malicious websites when 

browsing one of the targets in the list, or inject code into the browser to ask for 

additional login data. More advanced code injections try to carry out Automatic 

Malicious Transactions (AMTs) without the victim´s knowledge.  

The analyzed data includes configurations collected from the main Trojan families from 

July 1 to October 1, 2016. There are some points worth mentioning about Trojan 

configuration analysis: 

 One configuration file can be used several times. 

 Each configuration file contains information about dozens of targets and 

information on what the malware should do for each of them.  

 Configuration files can vary depending on the location of a victim.  

The chart below shows the statistics of attack targets (domain names) found in the 

configuration files of malware, for various countries. It is worth noting that the 
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statistics for the first time include Ireland, Argentina and the Netherlands; there were 

no attack targets found with the location in Denmark and the Philippines. 

 

Figure 40. Distribution of entities in configuration files by country of origin – Q3 2016 

The figure below shows the dynamics of changes in the number of attacked objects by 

countries compared to the previous quarter of 2016 (percentage). It is noteworthy that 

the number of attacked objects located in Canada has doubled. 

 

Figure 41. Dynamic of number of entities in configuration files by country of origin– 

Q3 2016 
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We should keep in mind that the same reference can appear several times.  

 The main characteristics of these configuration files are:  

 Grouping of targets. Many objects of attack in the configuration files are always 

grouped together with other objects. 

 Repeat use. Cybercriminals, as a rule, keep the full list of attack targets in the 

same configuration files that can be used again. Consistency in selection of 

attack targets. Very few changes were identified in the composition of attacked 

objects in the configuration files. Even when some objects are no longer 

considered relevant attack targets, attackers do not benefit from removing the 

old data, except for a slight reduction in the volume of the configuration file. 

This may mean that many criminal groups that control the Trojan malware work 

with available resources "as-is" and pay little attention to maximizing the 

benefits from their bot networks.  

ATM Malware 

In June 2016, Kaspersky Lab received a message from the Bank of Russia, which stated 

that the Bank of Russia fell victim to a targeted attack. Attackers have been able to 

gain control of and upload malware into ATMs; after scammers received the money, 

the malware was removed. The Bank specialists were not able to restore the malicious 

program files due to fragmentation of the hard disk after the attack. The bank system 

became vulnerable to the malicious code due to disruption of the bank infrastructure. 

The investigation revealed that data was stolen using a new ATMitch family of malware 

for ATMs. Any ATM machines that use the XFS library may be affected by this malware. 

Unfortunately, the details of the bank infrastructure disruption are unknown, and 

therefore, ATMitch cannot be yet classified as any certain group of malware. 

On August 1-8, hackers attacked 21 ATMs belonging to the Thailand Government Savings 

Bank (GSB) and stole more than 12 million baht (approximately $346,000). 

Representatives of the bank cautioned that all attacked ATMs were made by NCR, and 

the attackers are likely to have used a bug or malware that compromised ATMs of this 

company16 . NCR has released a bulletin with hash amounts of the detected malware 

and recommendations for detection and removal of the known versions of this 

program17 . FireEye researchers believe that the ATMs were infected with the new 

                                         
16 https://xakep.ru/2016/08/25/thai-bank-heist/ 
17 https://www.ncr.com/sites/default/files/ncr_security_alert_-_2016-
12_network_malware_attack_in_thailand_-_sdms_160829_final_for_review.pdf 
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Ripper malware. This malware uses the same technology that the Tyupkin, SUCEFUL 

and GreenDispenser families to receive funds. Similarly to GreenDispense, Ripper can 

control the card reader, and it also uses the "sdelete" tool to securely remove any 

evidence. The new Trojan is similar to Tyupkin malware in terms of its ability to disable 

the local network interface. It also forces the ATM to produce 40 banknotes, which is 

the maximum allowable amount. The hallmark of Ripper is the interaction with an ATM 

through an introduction of a specially created card with the EMV chip, which serves as 

an authentication mechanism. Although this technology has already been used by the 

Skimmer family, it is a rare occurrence18 . 

Point of Sale Malware  

This section includes global statistics on prevalence of malware for POS terminals. The 

map below shows the percentage of devices connected to the KSN network, for which 

infection attempts by the certain type of malware were registered in the third quarter 

of 2016. 

 

Figure 42. Percentage of attacked devices within the country (POS malware) – Q3 

2016 

                                         
18 https://www.fireeye.com/blog/threat-research/2016/08/ripper_atm_malwarea.html 
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The countries that are attacked most often (among the countries where at least 10,000 

KSN users are registered) and relevant indicators are shown below. In the third quarter, 

Sri Lanka and Ethiopia were at the top of this list. In Spain, 0,027% of all KSN users 

were attacked by POS malware, and it is ranked as 123th country in the global rating. 

The United Kingdom is ranked as 137th, 0,019% of users are under attack. 

Table X. Countries attacked by POS malware – Q3 2016 

Position Country 
Percentage of users 

attacked 

1 Sri Lanka 
 2,713% 

2 Ethiopia 
 1,713% 

3 Cambodia 
 1,281% 

4 Angola 
 0,389% 

5 Islamic Republic of Iran 
 0,295% 

6 Jordan 
 0,259% 

7 Vietnam 
 0,185% 

8 Taiwan 
 0,182% 

9 Iraq 
 0,182% 

10 Maldives 
 0,179% 

… …  … 

125 Spain 
 

0,027% 

… …  … 

133 United Kingdom 
 

0,019% 

 

In the beginning of August, PandaLabs company published an article about the new 

malware - PosCardStealer19 . LogMeIn program, which is often used for remote access 

to the system, was installed on all attacked systems. In one of the incidents, 

PosCardStealer was used to connect to LogMeIn and to download other malware for POS 

terminals - Multigrain. Multigrain malware for POS terminals specializes on stealing 

information from bank cards while utilizing the RAM-Scraping technology (it directly 

                                         
19 http://www.pandasecurity.com/mediacenter/malware/poscardstealer-malware-pos/ 
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communicates with RAM from certain processes for obtaining information about the 

cards). This has become a very popular method, since international legislation prohibits 

storing this information on a disk (even temporarily). 

In the end of September, Trend Micro company published the article on FighterPOS20 

malware that acts as a worm spreading through the network of POS terminals. The main 

difference of this malware from other malware for POS terminals is that the stolen data 

is not written to the disk and not stored in RAM memory, but is immediately sent to 

scammers right after the Enter key is pressed on infected terminals. Transfer may be 

carried out in such a way so that it would be lost in the main traffic of a web browser 

in the network of the victim, thus becoming invisible to all the queries, apart from 

specific ones. Another feature of FighterPOS is verification of service codes that 

determine how and where the card may be used. Malware requests this data to ensure 

that the card does not require usage of an EMV chip (if there is one) and that the card 

is suitable for international use.  

FireEye specialists published a detailed account of the activities of the Vendetta 

Brothers21 hacking group, which consists of two attackers known under the aliases of 

Insider and p0s3id0n. They attack POS systems and ATMs in Finland, Sweden, Norway, 

Denmark and the United States. The scammers outsource some of the tasks, thus 

relieving themselves from boring and low-margin assignments. Outsourcing of some 

aspects of operations may interfere with the investigation. Separation of leaders from 

executors while others are looking for systems to compromise, as well as purchasing 

spam services for malware distribution, will likely result in law enforcement authorities 

catching partners of Vendetta Brothers instead of Vendetta Brothers themselves. By 

the beginning of 2016, the store sold data on 9,400 pay cards belonging to more than 

639 banks from 40 countries worldwide. 

Mobile Banking Threats 

As previously, Android OS remains the most attacked platform in the third quarter of 

2016. This operating system was the target of 99.68% of all detected attacks against 

mobile platforms. 

In Q3 2016 Kaspersky Lab experts discovered the following: 

 1 520 931 malware installation packages detected.  

                                         
20 http://blog.trendmicro.com/pos-malware-old-dog-learns-new-tricks/ 
21 https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/rpt-vendetta-bros.pdf 
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 30 167 new samples of malware aimed at mobile banking for Android OS were 

detected 

 

Figure 43. Statistics on number of known malware samples 

The figure below illustrates the percentage of users of Kaspersky Lab solutions for 

mobile devices, in respect of which infection attempts by mobile banking malware were 

registered, in different countries of the world. 

 

Figure 44. Geographical distribution of attacked users within the country – Q3 2016 
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As in the past quarter, Russia topped this list with 3.12% of attacked users compared 

to all users of Kaspersky Lab mobile solutions registered in the country. Russia is 

followed by Australia (1.42%) and Ukraine (0.95%). The countries that are most attacked 

by mobile banking malware and relevant indicators are shown below. 

Table XI. Users of mobile devices attacked by mobile malware – Q3 2016 

Position Country 
Attacked users of KL 
solutions for mobile 

devices 

1 Russia 
 3,12% 

2 Australia 
 1,42% 

3 Ukraine 
 0,96% 

4 Uzbekistan 
 0,61% 

5 Tajikistan 
 0,56% 

6 Kazakhstan 
 0,51% 

7 China 
 0,49% 

8 Latvia 
 0,47% 

9 The Republic of Korea 
 0,41% 

10 Belarus 
 0,38% 

… …  … 

25 United Kingdom 
 0,146% 

… …  … 

38 Spain 
 0,090% 

In the third quarter, Trojan-Banker.AndroidOS.Svpeng.q became the most active 

Trojan. This malware loads as last-browser-update.apk application on the device of the 

victim via Google AdSense, which is used by many websites to display target advertising 

to users. Website owners place such ads as they receive profit every time a user clicks 

on them. Anybody can register their ad with Google AdSense as long as they pay a 

certain fee. The Trojan is loaded immediately after a user visits the page with the ad. 
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Figure 45. An example of how the malware is loaded when a user visits a news site 

that uses AdSense 

After installation and launch, the Trojans of the Svpeng family are hidden from the list 

of installed applications and they request the device administrator rights from the user 

(in order to make it more difficult to remove them by antivirus software or by the user). 

Svpeng is capable of stealing information about banking cards of the user using phishing 

windows, as well as of intercepting, deleting and sending text messages. In addition, 

Svpeng collects information from the user's telephone: call history, text and multimedia 

messages, contacts, and browser bookmarks. 
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Cybercriminal Activity 

In the third quarter of 2016, the following trends in cybercriminal activity should be 

noted: 

 The number of scammers working in the area of financial fraud has increased to 
approximately 188,000, but some communities now have fewer members, for 
example, the Arab one. Over 2,400 different chats and online conferences are 
available. There are more than 3,000 resources available for scammers of 
different profiles in the public part of the Internet, as well as in the TOR network, 
which is less than in the second quarter. It is worth noting that many scammer 
forums have closed down. Some have closed down because of conflicts with other 
forums, others - due to decreased activity - for example, the resources where 
"ethical hackers" were detected (computer security specialists). For the same 
reason, many scammer forums have restricted access to private zones.  

 Malicious activity in the carding area has increased since new scammers have 
appeared in the shadow financial market that offer the first batch of card data 
for free. After verification of this data, scammers can buy additional payment 
data. These scammer resources are developing and expanding their assortment 
offering card data, credentials for remote banking systems, credentials for 
PayPal, Skrill, etc. Hackers that sell card data in accordance with the above chart 
have expelled the old small resources from the market. In the end, the number 
of resources selling card data decreased from 137 at the beginning of the summer 
to 93. The number of multiprofile forums have decreased, while the market of 
resources providing access to SOCKS proxy servers is developing. By connecting 
via SOCKS, scammers can check suitability of many credentials and RBS without 
being blocked. 

 General purpose remote access tools (RAT) remain popular among 
cybercriminals. The most popular are DarkComet and malware that work in 
conjunction with TeamViewer. As in the past quarter, credentials that are hacked 
using TeamViewer are in demand. Hackers use a program that masks the use of 
TeamViewer so that the victim would not know that it is being used. The program 
enables TeamViewer only when the victim visits a specific resource. 

 There has been an increase in sales of skimmers, as it usually happens before the 
New Year, since scammers begin working more actively during the winter holiday 
season. Skimmers for POS terminals have been enhanced; in particular, a new, 
deeply embedded, skimmer without a large number of elements visible on the 
outside was introduced. 

 In the middle of summer, many cybercriminal communities were concerned for a 
number of reasons. First, there was allegedly a leak of an event log from one of 
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Jabber services, which stated that it did not keep such a log. Secondly, a few 
secret service agents were identified among the well-known members of shadow 
resources. These developments have contributed to the decline in activity of 
experienced hackers, but they had almost no impact on the activities of the 
inexperienced ones. In particular, some phishers switched to active phishing 
scams with direct contact instead of using malware. At the same time, despite 
the fears, scammers are actively buying the updated Kronos malware that 
became available for purchase. 

 There have been many requests for purchasing weapons in foreign scammer 
communities. Close cooperation of cybercriminal communities with offline 
criminal circles has begun.  The scope of cooperation is broad, from drugs to 
weapons and providing criminals with various information (for example, 
information on the number of staff in organizations). 

 In Brazil, the same card data has been resold as new data. After card data was 
purchased, scammers make duplicates of the cards, which they use to withdraw 
the funds. For this purpose, they can use ATMs with skimmers installed on them. 
This way, other scammers obtain data from the cards that have no funds and sell 
them as new card data.  

 The Anonymous group tried to relaunch the OpIcarus campaign as it spiraled out 
of control and was conducted in a decentralized manner by a large number of 
groups. The Anonymous members referred to the relaunch as the new phase of 
OpIcarus development that still targets central and large banks. 

The following table includes the rating of popularity of banks in various countries in 

the worldwide cybercriminal community in the third quarter of 2016. The rating takes 

into account the demand for compromised card data of clients of relevant banks, 

demand for internal documentation, demand for insiders, orders for network 

implementation, for hacking credentials of staff members, demand for information 

about staff members (which could be used for blackmailing or other purposes), demand 

for compromised corporate credentials and personal credentials of employee email 

accounts. 

Table1 . Global rating of popularity of banks in the cybercriminal community  

Position Bank Location Position change 

1 
Citigroup International Bank (head office in the 

USA) 
- 

2 
HSBC International Bank (head office in Great 

Britain) 
- 

3 
Bank of America International Bank (head office in the 

USA) 
- 
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Position Bank Location Position change 

4 
Wells Fargo International Bank (head office in the 

USA) 
- 

5 
Deutsche Bank International Bank (head office in 

Germany) 
↑ (1) 

6 
Agricultural Bank of 

China 
Bank of China ↓(1) 

7 BNP Paribas International Bank (head office in France) - 

8 Bank of China International Bank (head office in China)  

9 
Barclays International Bank (head office in Great 

Britain) 
↑(3) 

10 UniCredit International Bank (head office in Italy) ↓(1) 

11 
Commerzbank International Bank (head office in 

Germany) 
↓(1) 

12 
Industrial and 

Commercial Bank of 
China 

International Bank (head office in China) ↓(1) 

13 Crédit Agricole International Bank (head office in France) ↑(1) 

14 Sberbank of Russia International Bank (head office in Russia) ↑(1) 

15 
JPMorgan Chase International Bank (head office in the 

USA) 
↓(2) 

16 Société Générale International Bank (head office in France) - 

17 China Merchants Bank Bank of China ↑(1) 

18 Banco do Brasil International Bank (head office in Brazil) ↓(1) 

19 China People's Bank Bank of China ↑(1) 

20 
China Construction 

bank 
International Bank (head office in China) new 

  



 

 

 

 58 de 60 

21/10/2016 

www.elevenpaths.com 

Targeted attacks on financial institutions 

BlueNoroff 

In July 2016, malware that was allegedly used in the attack against the SWIFT system 

in Bangladesh was loaded onto VirusTotal portal. Later some of these malicious 

programs were detected in the Bank of Indonesia. In August 2016, the experts of 

Kaspersky Lab recorded and blocked the attempt to attack the Bank of Indonesia, which 

was conducted by the same group that carried out the attack earlier in the year. 

Hackers have repeatedly tried to circumvent the protection system of the bank and 

launch the malware that collects data for the SWIFT system. This malware is very 

similar to the malicious code that was used in the attack against the SWIFT system in 

Vietnam22. Activity of the group is limited to Southeast Asia, but there may be victims 

in other countries. 

At the moment, there is one confirmed attack in Indonesia and allegedly new attacks 

in Bangladesh and India. The attackers used a new set of backdoors and tools. In the 

new attacks aimed at collection of data from the SWIFT system, the Trojan, which is 

different from the earlier versions, but is very similar in terms of implementation of 

some of the functions, for example, the logging function, was used. Although the 

analysis of malware used in the attacks against SWIFT is still underway, one can already 

see the attack scheme: 

 It is unknown how the attackers manage to compromise the system inside the 

banking network. 

 A resilient backdoor, which serves as a platform for operations within the victim's 

network is launched in the jeopardized system. 

 After the scammers hack into the victim's network, they attempt to gain access 

to other devices within the network. 

 Hackers use their own tools to create a TCP/IP tunnel between the infected 

devices and the command server. 

 Having once gained access to the devices that use the Alliance, hackers implant 

special tools to collect information. 

                                         
22 http://www.reuters.com/article/us-vietnam-cybercrime-idUSKCN0Y60EN 
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We have observed that the attackers persist with their attempts and spend hours 

recompiling their tools and backdoors before using them in the attacks23.  

Lurk 

In the beginning of June, Russian law enforcement agencies with the support of the 

Kaspersky Lab detained alleged members of the Lurk criminal group, which is suspected 

of stealing almost three billion rubles. Starting from 2011, IT organizations specializing 

in the area of telecom, mass media and news aggregators, as well as banks and other 

financial organizations located in Russia, have become victims of the Trojan.24 

Carbanak 

In August 2016 Kaspersky Lab participated in different Incident Response cases with 

activity that seem related to the Carbanak actor. In particular, the incidents were 

discovered by the affected financial institutions as a consequence of lost funds in a 

high number of ATMs. 

The TTPs observed are the same as in previous Carbanak cases, where the attackers 

infiltrated the bank´s network and gained control of the ATM server management using 

stolen credentials.  When this ATM access was obtained, they used specific software 

based on MSXFS.DLL for direct dispense, and then deleted traces using sdelete. 

Our analysis found several artifacts (detailed in the IOC section) used by the attackers 

to do the initial attack against the targeted institution. We believe they used 

spearphishing with an RTF file attachment exploiting CVE-2014-1761 in MS Word. Then, 

attackers used a built-in Mimikatz module for Cobalt Strike´s2 Beacon” backdoor to 

elevate privileges, first to local and then to Domain administrator. If installed, 

attackers used remote control tools (radmin, RDP) to get access to hosts in the LAN, 

using psexec analogs built-in “Beacon”. In some cases, attackers used 3proxy3 and 

stunnel to build tunnels through proxy servers. Pivoting from the data obtained from 

the IR cases, we found multiple potential victims (all of them financial institutions) in 

India, Belarus, Moldova, Romania, Turkey, Kazakhstan, Ukraine, Azerbaijan, Kyrgyzstan 

and Bulgaria. Compromise indicators are available to subscribers of APT Intelligence 

Reporting services. 

  

                                         
23 Detailed information on the analyzed malware associated with the attacks against the SWIFT, as well 
as compromise indicators, are available to subscribers of APT Intelligence Reporting services. 
24 https://securelist.com/analysis/publications/75944/the-hunt-for-lurk/ 
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Conclusions 

Analyzed statistics for the third quarter of 2016 indicate that Zeus is still the most 

common malware family. A few interesting points should be noted: 

 During the reporting period, we have observed a high percentage of phishing 

attacks against PayPal users, as well as Amazon.com customers. It is also worth 

noting that hackers are wary of conducting phishing attacks using malware. 

 Malware for POS terminals remains active throughout the world. Also, new 

samples and families of malware for payment terminals (POS) and ATMs have 

been detected.  

 Android-based devices are still the most vulnerable to malicious attacks among 

all other mobile devices. Many new approaches and methods used to infect such 

smartphones with malware have been recorded during the reporting period. A 

successful attack requires interaction with users of the attacked devices. 

 In anticipation of New Year holidays, an increase in the number of attacks using 

skimmers is expected, and hackers have already started actively buying them. 

 Attackers may expand the geography of attacks against the SWIFT system outside 

of Southeast Asia. In addition, the Anonymous group has relaunched the Opicarus 

campaign with central and international banks remaining their main targets. 

 


